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1. Introduction, Scope and Purpose

The Shrewsbury House School Trust (SHST) is committed to protecting the confidentiality,
integrity, availability, and legal compliance of all its information assets. This policy establishes the
technical, operational, and administrative standards necessary to secure the Trust's networks,
devices, data, and users.

1.1. Scope

1.1.1.

1.1.2.

1.1.3.

This policy is strictly compulsory and applies to all users within the
Shrewsbury House School Trust (SHST), which includes Shrewsbury House
School (SHS) and The Rowans (TRS), as well as temporary users, visitors, and
third-party partners.

The policy covers all forms of information - digital (text, video, audio, email,
files, databases, recordings, cloud storage, learning platforms, system log files
and software applications) and physical (spoken, written on paper, stored in
cabinets, printed correspondence).

The purpose of this policy is to protect the integrity, privacy, and reputation of
the SHST, protect employees, and ensure the Trust is protected from legal
liability.

1.2, Compliance

Compliance with this document is compulsory.

1.2.1.

1.2.2.

Legal Requirements: All information must be used legally, complying with UK
and European law, including the UK General Data Protection Regulation ( UK
GDPR), the Data Protection Act (DPA 2018), the Data (Use and Access) Act
2025 and the Computer Misuse Act 1990 (CMA).

Protecting Confidentiality: Personal, confidential, or sensitive information
must always be protected, especially when removed from school premises



1.2.3.

1.2.4.

1.2.5.

1.2.6.

(physically or electronically) or when transmitted outside the Trust. With this
in mind, the Trust uses Egress for encrypting any sensitive information.

Safeguarding Priority in Information Sharing: In accordance with
Department for Education (DfE) statutory guidance, Keeping Children Safe in
Education (KCSIE) 2026, and the SHST Online Safety Policy (September 2026),
data protection laws do not prevent the sharing of information for the
purposes of keeping children safe and promoting their welfare. Staff must
adhere to the following principles:

e Safeguarding Override: Child protection and the safeguarding of
children must always take precedence over data confidentiality. Fears
about sharing information must never stand in the way of
safeguarding a child.

e Consent is Not Required: It is not typically necessary to obtain
parental or child consent to share personal information with
safeguarding partners or children's services for the purposes of
safeguarding. Consent should not be sought if doing so would place a
child at increased risk, cannot be reasonably obtained, or would delay
urgent intervention.

® Proactive Sharing: Information sharing must be proactive, targeted,
and focused. Decisions and rationale regarding information sharing
must be recorded immediately in writing.

Reporting Breaches: Users must report any attempted security breaches. If a
password is compromised, the Information Security Officer must be notified
and the password changed immediately. Losses, theft, or damage to assets
that compromise security must be reported immediately to the Information
Security Officer. If any user suspects they or a pupil is being subjected to
harassment or abuse via email, they must report the individual directly to the
Executive Head (SHS) or Head (TRS).

Consequences: Breaches will be fully investigated. Violations may lead to
disciplinary action.

Seeking Help: If you suspect you or someone else is being abused via email,
report the individual to the Executive Head or Head (TRS).



1.3. Responsibilities

Roles Staff Responsibilities

® Together with Governors, liable for all aspects of the Trust’s
Bursar information security.
Respond to information security incidents.

Data Protection
Lead

Implement and maintain Security Policy documents.
Responsible for the security of the IT infrastructure.

Information Head of Plan against security threats, vulnerabilities, and risks.

Security Officer | TrustIT Ensure security training programs.

Ensure IT infrastructure supports Security Policies.

Help in disaster recovery plans.

Know what information the assets hold, and what enters and
leaves and why.
® Know who has access and why, and ensure their use of the

Information
Asset Owners asset is monitored.
Understand and address risks to the asset.
® Assist DPL with Subject Access Requests.
Implements and operates IT security.
IT Team ® Implements the privileges and access rights to the resources.
® Supports Security Policies.
Meet Security Policies.
Users All Staff

Report any attempted security breaches.

2. Policy Enforcement and Sanctions

2.1. Methods of Enforcement Breaches of information security will be fully investigated.
Enforcement Mechanisms include:

2.1.1. Systematic Filtering and Monitoring:

® Inbound and outbound traffic is filtered using LGFL's SchoolProtect
filtering system. Different filtering profiles are activated for pupils,
staff, and senior leadership (e.g. social media access is blocked for
pupils and staff, but unblocked for senior administrators).

e Internet traffic is monitored using Securus 360 Full Monitoring
Service and overseen by the DSL Team. This service actively monitors
user activity across Trust Windows, Chromebooks and iPads. Alerts
are captured and analysed daily by the Securus Full Monitoring team,
and detailed reports are issued to the school's DSL team.



2.2,

2.1.2.

2.1.3.

Annual Effectiveness Review: In accordance with DfE standards, a
formal review of the effectiveness of filtering and monitoring systems
must be completed at least once every academic year. This review
must be conducted with the active support of the school's Designated
Safeguarding Lead (DSL) who is also the SLT member responsible for
filtering and monitoring, and IT support.

Termly Checks and Written Records: IT and safeguarding personnel
must perform termly checks to verify that filtering and monitoring
systems are fully operational on all internet-connected devices in all
relevant locations. A detailed written record of these checks must be
kept systematically.

Self-Assessment: The Trust utilises the DfE 'Plan technology for your
school service' to self-assess against technical standards and
implement personalized, security-strengthening recommendations

Access Control Monitoring: Yearly reviews of system users and permissions /
roles takes place. Checks of key systems such as backups, firewall rules and
server updates take place regularly.

Email Monitoring: The SHST reserves the right, at the behest of the Executive
Head or Head (TRS), to monitor and access the SHST email. Purposes for
monitoring include investigating or detecting unauthorised use and
preventing or detecting crime.

Nature of Sanctions Violations of the policies defined in this document may lead to

disciplinary actions. The use of the email system in specific prohibited ways (e.g.,

transmitting material that is abusive or discriminatory) constitutes gross misconduct.

The school will take no responsibility for any offence caused by staff members

downloading, viewing, or forwarding inappropriate emails.

3. Access Control and Passwords

This section governs secure access to IT services and infrastructure.

3.1

3.2.

Access Rules: Access to IT systems or data must be requested via senior management.

Access is granted under the principle of “less privilege” —meaning you only receive

the minimum access rights required for your job function.

Password Security: Systems handling valuable digital information must be protected

with a password.

3.2.1.

3.2.2.

Passwords must have a minimum length of twelve characters.

Passwords should consist of two to three random words and include letters
(upper and lower case), numbers, and special characters.



3.2.3.

3.2.4.

3.2.5.

Two-step (multi-factor) verification should be enabled where available and is
required for remote access.

Session Timeout: Devices left idle for 10 minutes will automatically terminate
active sessions, requiring the user to re-authenticate.

Credentials Sharing: Passwords and login credentials must never be shared,
written down in view, or transferred via electronic messages.

3.3. Data Storage and Safeguarding Record Retention

3.3.1.

3.3.2.

3.3.3.

3.3.4.

Data Encryption: Personally Identifiable Information (PIl) must be stored in
secure, encrypted online platforms approved by the IT department, or
physically secured in lockable cabinets or safes.

Safeguarding Records Retention: In accordance with the September 2026
Online Safety Policy, physical and electronic files relating to safeguarding and
child protection must be designated for a 'Very long-term need' and retained
until the pupil is at least aged 25 (or longer if mandated by local authority
regulations).

Access Auditing: Access to safeguarding files and child protection data must
be strictly restricted to authorised safeguarding personnel, monitored, and
thoroughly audited.

Removable Media Prohibition: Staff are prohibited from using USB sticks, SD
cards, or external hard drives without prior written permission from the IT
department or senior management. Sensitive school data must never be
saved onto removable media without full AES encryption.

4. Equipment, Software, and Physical Security Physical security of hardware and physical records is

critical to preventing data breaches and maintaining operational continuity.

4.1.  Assets and Equipment (Desktops, Laptops, Mobile Devices)

4.1.1.

4.1.2.

4.1.3.

4.1.4.

Usage and Care: Users are responsible for preserving and correctly using
assigned assets. Do not drink or eat near the equipment.

Security: You must lock your laptop or desktop screen when leaving the
room, even if briefly.

Installation and Upgrades: Only the IT Team is authorised to maintain,
upgrade, or change the configuration of IT assets. Users must not install
unauthorised software or modify hardware. All software must be centrally
purchased and correctly licensed.

Portable Devices and Travel Guidance: Special care must be taken to protect
school portable assets (laptops & mobiles) from theft, extreme temperatures,



4.1.5.

4.1.6.

4.1.7.

magnetic fields, and falls. When flying, school portable equipment must
remain in your possession as hand luggage. Encryption and passwords should
be implemented on portable assets.

Lost or Stolen: Any school owned devices lost or stolen should be reported to
the Information Security Officer as soon as possible.

Personal Recording Devices and Smart Glasses: To protect pupil privacy and
secure Trust data, personal recording devices—specifically naming smart
glasses and other wearable recording technology—are strictly prohibited
from Trust sites and school trips without prior written permission from the
Executive Head or Head (TRS). It is strictly forbidden to take secret or
unauthorised photos, videos, or audio recordings of teachers, staff, or pupils
under any circumstances.

VPNs and Hotspots: The use of VPNs or Hotspots to bypass school filtering is
prohibited.

4.2, Physical Security and Secure Storage

4.2.1.

4.2.2.

4.2.3.

4.2.4.

4.2.5.

4.2.6.

Access Verification: Staff must challenge anyone not wearing an approved
identification badge in secure areas.

Visitor Registration: Visitors must sign in and out, wear an identification
badge, and be monitored by staff if required.

Secure Storage: Offices housing IT equipment must be locked when not in
use. Paper storing confidential information must be secured (e.g., locked filing
cabinets/safes) or placed in the white disposal bags provided by facilities
when needing to be destroyed.

Secure Server Rooms: Offices and server rooms housing critical IT equipment,
switches, or firewalls must remain locked at all times.

Secure Disposal: All old IT equipment should be disposed of correctly using
an accredited disposal company. Records and certificates of the disposal
should be kept if needed.

Data Location: Data should be stored on network file servers or approved
cloud services, not locally on a device, to ensure recovery and integrity.

5. Network Security, Remote Access and Cyber Security Standards
The Trust implements technical network security controls to protect our data and communication

channels from external cyber threats.



5.1.

5.2.

5.3.

5.4.

Alignment with DfE Cyber Security Standards

The Trust's technical systems, operational controls, and administrative practices are

actively aligned with the official DfE Cyber security standards for schools and colleges

to strengthen technical resilience, reduce the risk of cyber disruptions, prevent data

breaches, and mitigate safeguarding risks.

Antivirus and Vulnerability Management

5.2.1.

5.2.2.

5.2.3.

5.2.4.

5.2.5.

Antivirus: All computers and devices with access to a school network must
have an antivirus client installed (Sophos and Malwarebytes) with real-time
protection and virus definitions which update daily. Staff are not able to
disable central protection on school-owned devices.

Backups: Regular backups take place daily and follow the 3-2-1 Rule i.e. three
copies of the data, on at least two separate devices, with one copy off-site.
All backups are encrypted and tested frequently.

VLANS (Virtual Local Area Networks) logically segment the network - this
improves network performance and security.

Updates (Patching): High-risk or critical security updates for operating
systems and applications must be installed within 14 days of them becoming
available. Software or online platforms which are not correctly licensed or
owned by the school should not be used.

Vulnerability Scans: Are run once a year on both networks at SHS and TRS.

Remote Access (As we use Google Drive, this will be phased out during 2026/27)

5.3.1.

5.3.2.

5.3.3.

VPN Requirement: To access the school network remotely, users must use
the LGFL Freedom2Roam AnyConnect Client set up on their laptops.

Authentication: Multi-factor authentication is required: staff must enter their
password followed by a dot and their 6-digit Google Authenticator code.

Data Handling: No personal data should be downloaded to a laptop’s hard
drive; access files by logging into the school VPN. The hard drive of the device
used for remote access must be encrypted.

Internet, Mobile and Device Usage

5.4.1.

5.4.2.

Internet Use: Access to the Internet is permitted. Personal use is allowed in
your own time (e.g., lunch break) provided it does not interfere with your
work. Internet traffic is filtered and monitored.

Prohibited Use: Accessing inappropriate sites is prohibited. This includes
pornography, peer-to-peer networks, online gaming/betting, ‘money making’



5.4.3.

5.4.4.

5.4.5.

5.4.6.

sites, or running a private business. Be aware that staff online history may be
monitored and disclosed.

BYOD (Staff/Governors):

® Wi-Fi Connection: Personal devices connecting to Trust Wi-Fi must
use only the designated, restricted House BYOD network.

o Data Access: Staff are only permitted to access official Gmail and
Google Drive on personal mobile devices. Devices must be password
protected or secured with biometrics.

® Google Apps Requirement: Only official Google apps may be used to
access school data on personal devices, enabling the Trust to execute
remote data wiping if the device is lost or stolen.

e Hotspot Restriction: Staff are prohibited from setting up personal
mobile hotspots to bypass school filtering systems.

Off-Site Mobile Connectivity: When not on the school network and using
school data, use 3G, 4G, or 5G connectivity; do not connect to public Wi-Fi
hotspots.

Excursions, Trips and Tracking Devices:

e Duty Phone: For all school trips and off-site events, teachers are
issued a designated school duty phone, which must be used
exclusively for authorized and emergency parent or school
communication.

o Personal Number Concealment: If a teacher must use their personal
phone in an absolute emergency, they must hide their number to
prevent parents or students from accessing their private contact
details.

e Tracking Devices Prohibition: For the safety, security, and privacy of
all pupils, tracking devices such as Airtags are strictly prohibited on
school trips and off-site events.

Pupils Mobile Devices: Pupils are strictly prohibited from using mobile
phones or personal smart devices at school. Parents should seek consent
from the school if mobile devices are going to be brought into school by
emailing office@shstrust.net. Pupils who do have permission to bring in

mobile devices must hand them to the Senior Deputy Head or bus drivers for
safe keeping immediately upon arrival. Pupils are not permitted to have
access to the school network or wireless network on their private devices. In


mailto:office@shstrust.net

line with statutory guidelines, authorised staff have a power to search pupils
and their property, including searching the contents of mobile phones, if
there is a reasonable suspicion that a device contains illegal, sensitive, or
harmful materials.

6. Email and Communication Policy:

This section defines the proper and secure use of electronic mail.

6.1.

6.2.

Professional Conduct, Format and Tone:

6.1.1.

6.1.2.

6.1.3.

6.1.4.

6.1.5.

School Accounts: All school business must be conducted only on official
school email accounts (Gmail or SchoolBase). Staff must never use private
email accounts for Trust business.

Formal Correspondence: All electronic communication with parents must
maintain a formal, professional tone and begin with a formal salutation,
regardless of whether a parent writes informally. Emoticons are strictly
prohibited in exchanges with parents. Emails must always feature clear,
accurate subject lines.

Pupil Communication: Staff must never communicate with pupils via personal
emails or private social media. Electronic feedback on work may only be
shared via pre-approved school systems, such as Google Classroom at SHS or
Seesaw at TRS.

Email Disclosure: All emails and written electronic communications are
potentially disclosable in a court of law or subject to disclosure under a
Subject Access Request (SAR).

Email Signature and Disclaimer: All official emails sent to parents or
businesses / schools must have the official email signature and disclaimer.

Operational Secure Communications and Egress:

6.2.1.

6.2.2.

6.2.3.

Data Sharing: Sensitive pupil or staff personal data must never be sent,
stored, or shared via standard, unencrypted email.

Egress Secure Mail: When sharing sensitive personal, medical, or child
protection data with external agencies, the approved secure email
platform Egress must be used systematically.

Pupil Email Accounts: Pupils across the Trust do not have functional school
email addresses for general correspondence. At SHS, pupil email accounts are
restricted to logging into Google Drive and cannot be used for sending or
receiving normal emails. Pupils are prohibited from using private emails on
any school device.



6.2.4. Email Security: Users must not open suspicious attachments, click unknown

links, or forward trivial chain emails. In responding to emails with long trails,
users should cut and paste only the relevant parts into a new email.

7. Generative Al and Al Notetakers Data Governance:
The rapid integration of artificial intelligence requires clear boundaries to prevent data leaks,

protect pupil privacy, and maintain academic integrity.

7.1.

7.2.

7.3.

7.4.

Child and Personal Data Prohibition: Staff are strictly prohibited from entering any
personal data, sensitive details, or confidential information relating to children, staff,
or the school into any generative Al platform (including pre-approved platforms).
Entering pupil work, safeguarding concerns, or school-specific data into public Al
servers is a direct breach of this policy.

Pre-Approved Platforms and Official Accounts: Staff are only permitted to utilise
pre-approved generative Al platforms—specifically Gemini and Microsoft
Co-pilot—and must do so strictly using their official school email accounts. All other
generative Al platforms are blocked by the SchoolProtect filtering system. Staff must
receive authorised training on data safety and ethical boundaries before utilising
approved Al tools for planning, marking, or administrative support.

Mandatory Data Protection Impact Assessments (DPIAs): The adoption of any new
generative Al platform, or the use of any Al notetakers (automated tools that join
virtual meetings to record, transcribe, or summarize audio), must be approved in
advance by the Online Safety Lead and the Data Protection Lead, and must be
preceded by a formal Data Protection Impact Assessment (DPIA) to manage security,
confidentiality, and privacy risks.

Pupil Al Usage and Ethics: The generative Al category is blocked for pupils on all
school networks and devices. Pupils are only permitted to interact with pre-approved
educational tools with restricted Al capabilities (specifically Atom Learning, and
Century) under direct teacher supervision. Pupils are taught about the practical
applications, data risks, and ethical considerations of Al as part of the sequenced
Computing curriculum.
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